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Decentralized finance (DeFi) is an ecosystem of financial applications that are built on top of blockchain net-
works. DeFi aims to create an open-source, permissionless, and transparent financial system that operates without
any central authority. Instead, a smart contract—which is a self-executing contract with the terms of the agreement
between transacting parties written into lines of code—replaces financial institutions in the transaction. As a result,
DeFi is available to everyone with reliable access to electricity and Internet connectivity. It also serves as a form of
non-custodial finance since users maintain full control of their assets and transact through smart contract pro-
grams that facilitate peer-to-peer interactions. While DeFi presents huge opportunities, it also poses significant
risks to traditional finance ecosystems, including the use of stablecoins and the absence of a know-your-customer
framework. This essay argues that for DeFi to secure credibility, it needs to be adequately regulated in a way that
aligns with how the technology works.

The Risk of Stablecoins

DeFi evolved from cryptocurrencies (or crypto-assets), which were originally launched in 2009 with bitcoin. A
cryptocurrency is a digital representation of value that is not centrally issued or administered, but can also be con-
verted to fiat currency. It is powered by blockchain technology, which facilitates the peer-to-peer exchange of this
digital representation of value. DeFi is birthing a parallel financial system that has the potential to disrupt tradi-
tional finance. At the time of writing, the total value locked into decentralized finance is $105.69 billion USD.1

Transactions facilitated by DeFi include borrowing and lending, savings, investments, derivatives, and insurance.
DeFi utilizes digital tokens, such as cryptocurrencies, for all transactions in the ecosystem. One of its potential
benefits is that it can facilitate inclusion of diverse participants in the financial system by enabling users to access
financial services without having to fulfill onerous requirements, as is currently the case in traditional finance.
Yet DeFi presents several challenges that are of key concern to regulators—one of which is the use of stable-

coins. Stablecoins are a type of crypto-asset that are designed to maintain a stable market price. They were intro-
duced as a stabilizing mechanism in response to the huge volatility that characterized crypto-assets such as bitcoin.
Stablecoins have their value pegged to the price of other assets. Most of them are currently pegged to the U.S.
dollar but some are pegged to the price of other crypto-assets or commodities, such as silver or gold. By being
pegged to real-world assets, these coins avoid the significant volatility that characterizes crypto-assets in general.
There are three main types of stablecoins—centralized or fiat-backed, crypto-backed, and algorithmic stablecoins.

Centralized or fiat-backed stablecoins are issued and controlled by private companies, and their issuers are expected
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to actually hold the assets against which their coin is pegged (e.g., the U.S. dollar). This model is the basis of most
stablecoins. Prominent examples include Tether, USD Coin, Binance USD, and Paxos Standard, where each token
should ideally be backed on a 1:1 ratio of stablecoin to fiat currency held in a bank account. Crypto-backed stable-
coins are pegged to other cryptocurrencies instead of fiat or commodities. The peg of these coins is maintained
through overcollateralization and other stability mechanisms. A prominent example is DAI, the stablecoin minted
in the MakerDAO ecosystem (a decentralized autonomous organization). Algorithmic stablecoins use algorithms to
control the supply of tokens in order to keep the pricefixed at a set level. The goal of these coins is tomaintain a stable
value by algorithmically expanding and contracting their circulating supply in response to market behavior.
Yet stablecoins face risks that threaten their ability to guarantee the stability of DeFi loans. For example, there

has been significant volatility in the value of crypto-backed stablecoins such as DAI, which has become a backbone
of the DeFi ecosystem, as seen on March 12, 2020 (“Black Thursday”) when crypto-assets plummeted by 50 per-
cent at the start of the pandemic. This occurred as investors in all asset classes, including the traditional “safe
haven” assets like gold, frantically sought to convert their assets to cash. Investors in crypto-assets also followed
suit. As a result, there was a sudden drop in collateral valuation which in turn triggered the automatic liquidation of
borrowers’ accounts as many MakerDAO loans became undercollateralized.
In addition, issuers of fiat-backed stablecoins, which are significantly used in the DeFi space, are not required to

back each token held in a bank account on a 1:1 ratio of dollars to tokens, and this carries financial stability risk.
The three largest stablecoin issuers on the market confirmed this in recent detailed reports—Tether in March
2021,2 Paxos in July 2021,3 and Circle in August 2021.4 On close assessment, these assets are backed by debt
of one kind or another including loans to a public or private institution, U.S. Treasuries, commercial paper, and
corporate bonds. If there were to be a run on the crypto-assets where a large number of holders want to cash out,
there would not be sufficient dollars in the bank for holders to convert their stablecoins into physical dollars. This
could result in a significant amount of sell pressure on the assets that these stablecoin issuers are holding, which
could in turn result in a downturn in the stock market. While this may not be an immediate risk, it is a potential one
given the rate of growth of fiat-backed stablecoins.

The Know-Your-Customer Challenge

A second challenge of DeFi is its link with significant amounts of money laundering largely because users of
DeFi protocols or decentralized applications are not required to fulfill anti-money laundering (AML) and know-
your-customer (KYC) requirements. AML is an umbrella term for the range of regulatory processes that firms
must have in place to prevent money laundering, while KYC is a component of AML that allows an institution to
confirm and thereby verify the authenticity of their customers. To do this, customers of a financial service are
required to submit their identification documentation before they begin transacting with/through the financial
institution, such as by opening an account and engaging in investment activities. DeFi only requires that customers
hold some crypto-assets in a private wallet in order for them to interact with decentralized applications. This gives
access to anyone to use decentralized applications to transact anonymously in the DeFi space without fulfilling
KYC. It is, as such, easy for users to transfer funds for all sorts of illicit activities.
U.S. regulators have attempted to address this issue through the U.S. Infrastructure Investment and Jobs Act

(2021).5 This Act requires cryptocurrency brokers to collect KYC on their clients and customers for tax purposes.

2 Tether, Tether Releases Breakdown of Its Reserves (Mar. 2021).
3 Dan Burstein, A Regulated Stablecoin Means Having a Regulator, PAXOS BLOG (July 21, 2021).
4 Grant Thornton, Circle Internet Financial’s Independent Accountant Report (Aug. 2021).
5 Infrastructure Investment and Jobs Act (2021).
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Because the U.S. Internal Revenue Service (IRS) has indicated it will not go after miners, validators, or developers
of cryptocurrency blockchains, it is not clear who exactly is covered by this provision. The Act also requires all
cryptocurrency transactions valued at over $10,000 to be reported to the IRS and requires the collection of KYC
from the counterparties involved in those transactions. Yet this provision remains unclear and could be deemed
inapplicable to certain cryptocurrency transactions such as smart contracts where there is no third party involved.
In addition, if the IRS does not go after cryptocurrency blockchain developers, who then in the context of DeFi
would be required to fulfill KYC?
While this Act has significant implications for DeFi, its enforceability remains questionable as it raises critical

questions relating to the governance framework of decentralized (autonomous) organizations and whether such
organizations can be regulated. These organizations run strictly through programming codes/protocols and are
the mechanisms through which DeFi operates. For these organizations to be fully decentralized, they need to be
entirely operated and governed by a programming code/protocol without any influence from a central body such
as a software developer. Thus, the question remains as to who would be regulated for the activities occurring
within such organizations that are governed strictly by a programming code.
The governance framework of the DeFi protocol relates, among other things, to mechanisms through which

decisions are made for the operation of the protocol. Software developers who design DeFi protocols are com-
panies that would usually be registered to operate as companies. Whether or not they are going to be treated as
financial intermediaries, and therefore regulated as such, would depend on the degree to which decentralization of
the operation of the DeFi protocols they develop has been achieved or if they still maintain sufficient control of the
operation and management of the protocol to be responsible for activities occurring on it. Some DeFi protocols
have achieved high degrees of decentralization and operate globally, with users able to transact on them without
software developer involvements. These protocols could originally be designed as permissionless and open-source
protocols where anyone can connect to the network and participate in its modification, and hence reference to it as
“decentralized” (an example of this is the bitcoin network). They could also be originally designed to be permis-
sioned (where only designated parties can interact and participate in improving the code) with a plan to move to a
permissionless network. This would mean it starts out as a partially decentralized network (distributed across
known parties) with plans to move to a fully decentralized network (across unknown parties).
To be sufficiently decentralized, the DeFi protocol would usually need to be run by a group of governance token

holders of the particular DeFi protocol. If they have sufficient holdings of the governance token to either create
proposals to make changes to the protocol or enough tokens to vote on a proposal, they are the ones who really
control the protocol’s operations.6 However, the tricky question is determining the point of decentralization, on
the spectrum of decentralization, achieved by the protocol from the day it was launched into the world. If the
developer still holds on to the administrative keys to the protocol, which allows the developer to shut the protocol
down or make changes to it as an administrator, the protocol is not likely to be deemed decentralized from the
company that created it.7 However, once developers get to a certain point where the company has handed over the
administrative keys to the governance framework and can no longer make changes without the vote of holders of
the governance tokens, this indicates that the protocol is closer to decentralization on the decentralization
spectrum.
If a DeFi protocol has achieved a high degree of decentralization, it becomes very challenging to hold anyone

accountable for failures and errors from the operation of the protocol. If it has not and the DeFi protocol devel-
opers still maintain some control over the operation of the protocol, they are likely to still be deemed as having

6 Multi.io Research, Explained: DeFi Governance Tokens, MEDIUM (Nov. 18, 2020).
7 World Econ. F., Decentralized Finance (DeFi) Policy Maker Toolkit (White Paper 30, June 2021).
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some responsibility when something goes wrong and would also be responsible for ensuring the protocol adopts a
robust framework for KYC.8

Regulating DeFi

The regulation of DeFi generally falls under the broad heading of the regulation of digital assets, or crypto-
assets. Current approaches to regulating crypto-assets remain fragmented globally with countries adopting differ-
ent regulatory approaches, ranging from a total absence of regulation to a total ban on crypto-asset transactions.
Due to the global nature of crypto-asset transactions and, in particular, DeFi transactions, there is a strong need for
a robust global regulatory framework for the prevention of financial crime such as money laundering and terror-
ism financing; international financial instability; and risks to investors globally.9

Thus far, very little has been achieved to put in place a global regulatory regime to tackle the money laundering
and financial stability risks associated with DeFi. Efforts have mainly focused on regulating AML/KYC for cen-
tralized institutions such as cryptocurrency exchanges and wallet providers through the Financial Actions Task
Force, which is the global watchdog against money laundering and terrorism financing. The task force’s 2021 rec-
ommendations, which constitute international standards on combatingmoney laundering and terrorism financing,
provide that crypto-asset service providers know the identities of those transacting on them by collecting personal
data on participants for transactions exceeding 1,000 USD/EUR.10 KYC requirements for centralized cryptocur-
rency exchanges and wallet providers also came into force at the regional level in the European Union in January
2020 through the Fifth Anti-Money Laundering Directive.11 This EU directive requires cryptocurrency exchanges
and wallet providers operating within the EU to verify the identities of those transacting on them and also to fulfill
data-sharing obligations. Yet if DeFi protocols are sufficiently decentralized, KYC requirements cannot be easily
built intoDeFi protocols as this would require approval from a diffused network of governance token holders who
are scattered across the world and who may not be keen for this to happen.
As DeFi grows in popularity, software developers are exploring the concept of creating permissioned protocols

to deal with the KYC challenge. This will entail wallets being whitelisted to be able to interact with the protocol.
This is currently being implemented for entities wishing to transact in the DeFi space and who are required to fulfil
KYC obligations. The software would be exactly the same as the permissionless protocol, which currently powers
decentralized finance networks and enables anyone to access it and become part of the network without fulfilling
KYC. Thus, there could be a permissioned and a permissionless version of the same protocol with users in the
permissioned one all fulfilling KYC/AML requirements and also aware that they are transacting with all parties
who have fulfilled KYC/AML obligations. This is currently being applied by Aave (another open source DeFi
borrowing and lending protocol) for its corporate clients.12

Despite the current absence of a global regulatory framework for DeFi, the EU proposed a Markets in Crypto-
Asset Regulation in September 2020.13 This provision focuses specifically on crypto-assets and as such has

8 PRIMAVERA DE FILIPPI & AARON WRIGHT, BLOCKCHAIN AND THE LAW 155 (2018).
9 Iwa Salami, Decentralised Finance: The Case for a Holistic Approach to Regulating the Crypto Industry, 35 J. INT’L BANKING & FIN. L. 496, 498

(2020).
10 Financial Actions Task Force, International Standards on Combating Money Laundering and Financing of Terrorism and Proliferation, Rec. 16

(June 2021).
11 This provision has also recently been supplemented by the Sixth Anti-Money Laundering Directive, which came out in June 2021.
12 Ledger Insights, Aave to Launch KYC-Enabled Permissioned DeFi for Institutions, LEDGER INSIGHTS (July 5, 2021).
13 European Commission, Proposal for a Regulation of the European Parliament and of the Council on Markets in Crypto-Assets, and

Amending Directive (EU) 2019/1937 (2020).
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detailed proposals for the regulation of stablecoins. The proposed regulation seeks to apply standards depending
on the “significance” of particular stablecoins. “Significance” would be assessed on the basis of the size of the
stablecoin issuer’s customer base; the value of tokens issued and also used in individual transactions; the size
of the issuer’s reserve of assets; and the instrument’s interconnectedness with the financial system. Regulatory
requirements cover issuance, disclosure, whether issuers would need to hold capital, and whether they need to
be authorized/licensed to be able to issue these tokens. The proposed EU framework is a good attempt at address-
ing the financial stability concerns raised by stablecoins but it is unlikely to be far reaching. Its focus is on the
operation of crypto-asset businesses operating within the EU and thus requires authorization by EU regulatory
authorities for stablecoins to be traded within the EU. The U.S. President’s Working Group on Financial Markets
Report and Recommendations on Stablecoins has also recently highlighted some risks and recommendations for
regulating stablecoins,14 which is a strong indicator of the approach the U.S. would take in regulating stablecoins in
the near future.
Given the global reach of DeFi and the limitation of existing financial instruments to regulate DeFi software

protocols, the best approach would be to create global standards for building regulatory compliant DeFi protocols
with a special focus on stablecoins. One option is to require protocols to recognize when a 1:1 ratio is maintained
between the stablecoin and the digital dollar (a central bank digital currency). This would necessarily mean that the
protocol itself would automatically verify that a 1:1 ratio is maintained with the digital dollar equivalent of cash.
This could be useful to avoid reliance on stablecoins that are backed by cash equivalents (including commercial
papers and other debt instruments) that are not cash. Another option is to require the exclusive use of algorithmic-
backed stablecoins in DeFi as these rely on algorithms to maintain a stable value by expanding and contracting
their circulating supply in response to market behavior. This way the stablecoin is able to avoid the exposure that
fiat-backed stablecoins have to traditional financial debt instruments. These global approaches are likely to have a
wider and more meaningful reach than any regional approach to regulating DeFi.

Conclusion

As the DeFi market continues to grow and exist as a parallel financial system to traditional finance, the need for
robust regulation is critical. In order to facilitate the credibility of DeFi systems as highlighted above, they would
need to comply with AML-KYC requirements and address the financial stability risk inherent in the use of stable-
coins. DeFi needs to be regulated in a way that aligns with how the technology works. The uniqueness of the tech-
nology would require that regulation is built intoDeFi protocols. This could involve building inKYC requirements
in the actual protocol and making the protocol verify that a stablecoin is backed by a central bank digital currency
equivalent. The uniqueness of the technology would also require cooperation among software developers, the
investment community (such as DeFi governance tokens holders), regulators, and industry experts. In addition,
regulators would need to acquire software programming skills to be able to approve protocols/codes as compliant.
All of these factors need to be considered in order to develop a robust framework for regulating DeFi.

14 President’s Working Group on Financial Markets Releases Report and Recommendations on Stablecoins (November 1, 2021).
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